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Abstract 

Hash function is a fundamental primitive for many security applications including blockchain, password 

login, digital signatures and more. In this talk we focus on the basic problem of correcting faulty—or 

adversarially corrupted—random oracles, so that they can be confidently applied for such cryptographic 

purposes. 

 

We prove that a simple construction can transform a “subverted” random oracle—which disagrees with 

the original one at a negligible fraction of inputs—into a construction that is indifferentiable from a 

random function. Our results permit future designers of cryptographic primitives in typical kleptographic 

settings (i.e., with adversaries who may subvert the implementation of cryptographic algorithms but 

undetectable via black-box testing) to use random oracles as a trusted black box, in spite of not trusting 

the implementation. Our analysis relies on a general rejection re-sampling lemma which is a tool of 

possible independent interest. 
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